
Wide	
  range	
  of	
  impact	
  	
  
Events	
  about	
  hacking	
   in	
   the	
  news	
  tend	
  to	
  happen	
  to	
  either	
  high-­‐profile	
  organiza9ons,	
  or	
  organiza9ons	
  where	
  a	
  security	
  
breach	
  would	
  impact	
  a	
  large	
  number	
  of	
  people.	
  Since	
  security	
  breaches	
  at	
  high-­‐profile	
  companies	
  impact	
  so	
  many	
  people,	
  
this	
  might	
  explain	
  the	
  dispropor9onate	
  prevalence	
  of	
  the	
  Hackers	
  meta-­‐topic	
  in	
  the	
  stories	
  and	
  news	
  ar9cles.	
  	
  
	
  
Making	
  headlines	
  	
  
The	
   high-­‐profile	
   nature	
   of	
   some	
   targets	
   lends	
   itself	
   to	
   newspaper	
   headlines.	
   The	
   discrepancy	
   in	
   popularity	
   could	
   be	
  
explained	
   by	
   the	
   dispropor9onate	
   amount	
   of	
   aCen9on	
   given	
   to	
   hacking	
   events	
   by	
   the	
   stories	
   and	
   news	
   ar9cles.	
   For	
  
instance,	
  part	
  of	
  this	
  sample	
  was	
  from	
  the	
  9me	
  Sony/Nintendo	
  was	
  hacked	
  into	
  in	
  2011,	
  and	
  a	
  subset	
  of	
  the	
  stories	
  and	
  the	
  
news	
  ar9cles	
  also	
  addressed	
  this	
  occurrence.	
  
	
  

Story	
  survey:	
  We	
  asked	
  par9cipants	
  to	
  relate	
  a	
  story	
  they	
  had	
  heard	
  about	
  
computer	
   security,	
   the	
  moral	
   they	
   took	
  away	
   from	
   it,	
   and	
  whether	
  or	
  not	
  
they	
  changed	
  their	
  behavior	
  as	
  a	
  result	
  [3].	
  	
  	
  
	
  
Newspaper	
  ar;cles:	
  We	
  collected	
  and	
  coded	
  news	
  ar9cles	
  about	
  computer	
  
security	
  that	
  were	
  published	
  in	
  2011.	
  These	
  ar9cles	
  came	
  from	
  16	
  regional,	
  
na9onal,	
  and	
  interna9onal	
  newspapers.	
  	
  
	
  
Educa;on	
   documents:	
   We	
   collected	
   computer	
   security	
   educa9on	
  
documents	
   from	
  universi9es,	
   companies,	
   and	
  government	
   ins9tu9ons	
  and	
  
coded	
  them	
  for	
  format	
  and	
  educa9on	
  tac9c.	
  	
  
	
  
Cross-­‐topic	
  analysis:	
  We	
  then	
  coded	
  these	
  datasets	
  and	
  analyzed	
  the	
  trends	
  
present	
  across	
  them	
  by	
  condensing	
  the	
  topics	
  present	
   in	
  each	
  dataset	
   into	
  
larger	
  meta-­‐topics.	
  	
  

Computer	
  security	
  informa9on	
  in	
  stories,	
  news	
  ar9cles,	
  and	
  educa9on	
  documents	
  

This	
  material	
  is	
  based	
  upon	
  work	
  
supported	
  by	
  the	
  Na9onal	
  

Science	
  Founda9on	
  under	
  Grant	
  
Nos.	
  CNS-­‐1116544	
  and	
  CNS-­‐

1115926.	
  

Inefficient	
  or	
  inconsistent	
  communica9on	
  about	
  computer	
  security	
  between	
  
content	
  providers	
  and	
  content	
  consumers	
  may	
  result	
  in	
  knowledge	
  gaps	
  for	
  
consumers.	
   To	
   understand	
   this,	
   we	
   examined	
   news	
   ar9cles,	
   educa9on	
  
documents,	
  and	
  end-­‐user	
  stories	
  on	
  the	
  topic	
  of	
  computer	
  security.	
  

Mismatches	
  between	
  informa;on	
  sources	
  
Our	
   hackers	
   finding	
   is	
   important	
   because	
   the	
  
educa9on	
   documents	
   are	
   not	
   addressing	
   a	
   major	
  
point	
   of	
   end-­‐user	
   concern.	
   End-­‐users	
   may	
   be	
  
concerned	
  about	
  hacking	
  because	
   they	
  hear	
  about	
   it	
  
oYen	
   in	
   the	
   news	
   and	
   from	
   other	
   people,	
   but	
   few	
  
educa9on	
  documents	
  address	
  this	
  meta-­‐topic.	
  
	
  
Lack	
  of	
  media	
  visibility	
  
The	
   viruses	
   +	
  malware	
   and	
  phishing	
   +	
   spam	
  findings	
  
are	
   important	
  because	
   there	
   is	
   a	
  mismatch	
  between	
  
public	
  concern,	
  educa9on,	
  and	
  news	
  coverage.	
  People	
  
oYen	
  discuss	
   these	
   security	
  breaches,	
  and	
  educa9on	
  
documents	
   cover	
   these	
   meta-­‐topics	
   to	
   a	
  
commensurate	
   degree,	
   but	
   newspapers	
   tend	
   to	
  
ignore	
   them.	
   This	
   discrepancy	
   results	
   in	
   a	
   lack	
   of	
  
media	
   visibility	
   for	
   a	
   meta-­‐topic	
   that	
   concerns	
   end-­‐
users.	
  

LiBle	
  news	
  representa;on	
  
The	
   Viruses	
   +	
   Malware	
   and	
  
Phishing	
   +	
   Spam	
   meta-­‐topics	
  
received	
   substan9al	
   aCen9on	
   in	
  
s t o r i e s 	
   a n d 	
   e d u c a 9 o n	
  
documents,	
   but	
  not	
   in	
   the	
  news	
  
ar9cles.	
   Viruses	
   +	
   Malware	
  
covered	
  32%	
  of	
   stories	
   and	
  31%	
  
of	
   educa9on	
   documents,	
   but	
  
only	
   3%	
   of	
   news	
   ar9cles.	
  
S imi lar ly ,	
   Phish ing	
   +Spam	
  
covered	
  30%	
  of	
   stories	
   and	
  19%	
  
of	
   documents,	
   but	
   only	
   5%	
   of	
  
ar9cles.	
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Purpose	
   Old	
  News:	
  Viruses,	
  Malware,	
  Phishing,	
  and	
  Spam	
  

Three	
  Informa9on	
  Sources	
  

Discussion	
  

Interest	
  in	
  hackers	
  
Hackers	
   received	
   substan9al	
   aCen9on	
   in	
   the	
  
stories	
  and	
  news	
  ar9cles	
  but	
  did	
  not	
  receive	
  much	
  
aCen9on	
  from	
  the	
  educa9on	
  documents.	
  20%	
  and	
  
24%	
  of	
  stories	
  and	
  news	
  ar9cles	
  addressed	
  hackers,	
  
respec9vely,	
   but	
   only	
   6%	
  of	
   educa9on	
  documents	
  
did	
  the	
  same.	
  

Minimal	
  Educa9on	
  About	
  Hackers	
  

Descrip;ve,	
  not	
  prescrip;ve	
  
68%	
   of	
   the	
   hacker	
   educa9on	
   documents	
   are	
  
explanatory:	
   they	
   only	
   describe	
   the	
   problem	
   and	
  
did	
   not	
   provide	
   any	
   solu9ons.	
   Par9cipants	
   in	
   the	
  
story	
   survey	
  were	
  concerned	
  about	
  “hacking,”	
  but	
  
the	
  educa9on	
  materials	
  do	
  not	
  specifically	
  address	
  
hacking.	
  

Topics	
  considered	
  mundane	
  
We	
  hypothesize	
  that	
  these	
  two	
  meta-­‐topics	
  have	
  become	
  mundane	
  in	
  the	
  eyes	
  of	
  the	
  mainstream	
  
media,	
  and	
  that	
  newspapers	
  subsequently	
  do	
  not	
  publish	
  many	
  ar9cles	
  on	
  them.	
  
	
  
Low-­‐profile	
  targets	
  
Another	
  possibility	
  is	
  that,	
  since	
  the	
  majority	
  of	
  these	
  security	
  breaches	
  happen	
  to	
  average	
  people,	
  
rather	
   than	
   high-­‐profile	
   organiza9ons,	
   the	
   news	
   may	
   believe	
   that	
   they	
   are	
   not	
   worth	
   media	
  
aCen9on.	
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Low	
  behavior-­‐change	
  rate	
  	
  
As	
  can	
  be	
  seen	
  in	
  Figure	
  2,	
  those	
  who	
  had	
  heard	
  
stories	
  about	
  hackers	
  were	
  not	
  very	
  likely	
  to	
  report	
  
a	
  change	
  in	
  behavior	
  [3].	
  In	
  fact,	
  they	
  were	
  less	
  
likely	
  to	
  do	
  so	
  than	
  any	
  other	
  group.	
  The	
  rela9ve	
  
scarcity	
  of	
  hackers	
  educa9on	
  documents	
  may	
  play	
  
into	
  the	
  markedly	
  low	
  number	
  of	
  people	
  who	
  
reported	
  changing	
  their	
  behavior.	
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